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1
Decision/action requested

SA3 is kindly asked to approve the proposed new solution to be added in TR 33.893.
2
References

[1]
TR 33.893
Study on Security Aspects of Ranging Based Services and Sidelink Positioning
3
Rationale

This pCR proposes a new solution to address one of the requirements in Key Issue #2 in TR 33.893 [1] “The 5G Ranging/SL positioning system shall be able to support the authorization of a third party server for triggering Ranging/Sidelink Positioning services and obtaining the location information”.

4
Detailed proposal

*************** Start of the 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
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3GPP TR 23.700-86: "Study on Architecture Enhancement to support Ranging based services and sidelink positioning"

[3]
3GPP TS 23.287: "Architecture enhancements for 5G System (5GS) to support Vehicle-to-Everything (V2X) services".

[4]
3GPP TS 23.304: "Proximity based Services (ProSe) in the 5G System (5GS)".

[5]
3GPP TS 33.536: "Security aspects of 3GPP support for advanced Vehicle-to-Everything (V2X) services".

[6]
3GPP TS 33.503: "Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)". 
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3GPP TS 22.261: "Service requirements for the 5G system".
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3GPP TS 33.501: "Security architecture and procedures for 5G system".
*************** Start of the 2nd Change ****************

6.Y
Solution #Y: Authorization of Application Server for Ranging/SL positioning service exposure
6.Y.1
Introduction 


This solution addresses Key Issue #2 on Authorization for Ranging/SL Positioning service. Specifically, it addresses the third requirement in KI#2: “The 5G Ranging/SL positioning system shall be able to support the authorization of a third party server for triggering Ranging/Sidelink Positioning services and obtaining the location information”.
According to TR 23.700-86 [2], a Ranging application server is enabled to initiate Ranging service between the UEs via the NEF, for which the 5GC NF needs to be authorized at two levels:
· The first level of authorization is for service access. That means, when the NEF receives the Ranging service request initiated by the Ranging application server (e.g. hosted in an AF), the NEF can determine whether the application server/AF is authorized to request the Ranging service from the 5GC, according to clause 12.4 in TS 33.501 [x].

· The second level of authorization is for preserving UE privacy. This is because, even if the application server/AF is authorized to send requests to the 5GC for Ranging service, it does not mean that the service can always be exposed to the application server/AF. For example, it is possible that the application server/AF is allowed to request Ranging info between UE1 and UE2, but may not be allowed to request Ranging info between UE3 and UE4. Without further check on the authorization info of the involved UEs, there is still the risk that unauthorized Ranging/SL positioning information could be exposed to the application server/AF. Therefore, the application server/AF needs to be further authorized on whether it is allowed to acquire Ranging info of the involved specific UEs.

This solution introduces a method for the second level of authorization, i.e. authorizing the application server/AF which initiates Ranging service targeting at specific UEs, assuming the SL positioning service procedure does not rely on the existing procedure for enhanced location service.
6.Y.2
Solution details

The solution proposes that, when the NEF checks with the UDM to discover the serving AMF(s) of the UEs, it also needs to check with the UDM to authorize the application server for acquiring Ranging information of the UEs, based on e.g. the privacy related parameters in UE’s subscription data stored in the UDM/UDR.
UE1 and UE2 refer to SL Reference UE and Target UE respectively for Ranging service.

Steps #1 and #2 refer to the corresponding steps in TR 23.700-86 [2].

3.
Upon receiving the service request, the NEF checks whether the application server/AF is authorized to request Ranging service as per clause 12.4 in TS 33.501 [x]. Then the NEF interacts with the UDM to check the authorization info of UE1/UE2 via Nudm_SDM_Get service operation. 
4.
The UDM checks the authorization info of UE1 and UE2 against their subscription data respectively based on the UE1 ID and UE2 ID.

5.
The UDM returns the authorization results of the UEs to the NEF.

6.
The NEF checks the authorization results of both UEs. Since Ranging service concerns location of the UE, it could be possible that the authorization info of the UE is location specific (e.g. the UE allows its location to be exposed in area A but does not allow its location to be exposed in area B). 
If none of UE1/UE2 grants or one of UE1/UE2 does not grant authorization for Ranging service, the NEF proceeds to step #12b. 

If both UEs grant authorization without location restriction, the NEF proceeds to step #12a. 

Conditionally, if both UEs grant authorization which is restricted in a certain area, the NEF proceeds to step #7.
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Figure 6.Y.2-X:
Authorization of the Application Server for Service Exposure
7.
[Conditional] The NEF sends the Nudm_ParameterProvision_Get Request to the UDM for requesting the coarse location of UE1/UE2 (e.g. TAI or Cell-ID of UE1/UE2).

8.
[Conditional] The UDM sends the Namf_Location_ProvideLocationInfo Request to the AMF.

9.
[Conditional] The AMF of UE1/UE2 responds with the Namf_Location_ProvideLocationInfo Response to the UDM which contains the coarse location of UE1/UE2 (e.g. TAI or Cell-ID of UE1/UE2).

10.
[Conditional] The UDM returns the Nudm_ParameterProvision_Get Response to the NEF which contains the coarse location of UE1/UE2 (e.g. TAI or Cell-ID of UE1/UE2).

11.
[Conditional] Based on the coarse location of UE1/UE2, the NEF checks whether the UE1/UE2 is within the area for granting service authorization to the application server/AF.

12a. If both UEs grant authorization in their current locations, the NEF forwards the Ranging service request to the AMF of one of the UEs (e.g. UE1).

12b. If none of the UEs grants or one of the UEs does not grant authorization in its current location, the NEF responds to the application server/AF with a failure cause.

13~17. The rest of the Ranging service procedure is performed between the UE, the network and the application server/AF. 
Alternatively, after the NEF checks the authorization info of both UEs in step #6, if both UEs grant authorization which is however restricted in a certain area, the NEF sends the Namf_Location_ProvideLocationInfo Request to the AMF directly rather than through the UDM. Then the AMF responds the Namf_Location_ProvideLocationInfo Response to the NEF directly rather than through the UDM. 
NOTE:
Authorization in this solution is based on checking of the authorization related information in UE subscription, which is a similar way as user consent checking against UE subscription. The main difference between user consent and this solution is that, the existing user consent checking is against only one UE in service, while the authorization in this solution is performed once for all UEs (at least two UEs) involved in a service.
6.Y.3
Evaluation


This solution addresses the third requirement “The 5G Ranging/SL positioning system shall be able to support the authorization of a third party server for triggering Ranging/Sidelink Positioning services and obtaining the location information” in KI#2. 
On top of the existing authorization of a third party server on service level, the authorization in this solution is further perform on specific UE level, which ensures the privacy of all involved UEs in a service, as Ranging/SL Positioning services per se request UE location information which is privacy sensitive.

This solution does no assume the availability of the architecture supporting location based services, and relies on the NEF to perform all authorization related procedures. That means, after authorizing the third party server for service access with e.g. OAuth2.0 framework, the NEF further checks with the UDM for the authorization information of the involved UEs. Therefore, only the NEF is impacted in this solution, which is anyway impacted by the requirement of triggering the SL Positioning services in 5GS on behalf of the third party server. 

*************** End of the Changes ****************
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